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Contact Us
Motorola Solutions Support Center
The Solutions Support Center (SSC) is the primary Motorola Solutions support contact. Call:

• Before any software reload.

• To confirm troubleshooting results and analysis before removing and replacing a Field Replaceable
Unit (FRU) and Field Replaceable Entity (FRE) to repair the system.

For... Phone

United States Calls 800-221-7144

International Calls 302-444-9800

North America Parts Organization
For assistance in ordering replacement parts or identifying a part number, contact the Motorola
Solutions Parts organization. Your first response when troubleshooting your system is to call the
Motorola SSC.

For... Phone

Phone Orders 800-422-4210 (US and Canada Orders)

For help identifying an item or part number, select
choice 3 from the menu.

302-444-9842 (International Orders)

Includes help for identifying an item or part number and
for translation as needed.

Fax Orders 800-622-6210 (US and Canada Orders)

Comments
Send questions and comments regarding user documentation to 
documentation@motorolasolutions.com.

Provide the following information when reporting a documentation error:

• The document title and part number

• The page number with the error

• A description of the error

We welcome your feedback on this and other Motorola Solutions manuals. To take a short, confidential
survey on Motorola Solutions Customer Documentation, go to docsurvey.motorolasolutions.com or
scan the following QR code with your mobile device to access the survey.
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About HPE Switch and Router
Configuration Guide
This manual provides procedures to configure HPE MSR2003 routers and HPE ProCurve 2530-24
switches in MOTOTRBO Capacity Plus and Connect Plus radio systems. This manual does not
provide detailed information on the basics of IP networking or the basics of programming code plugs.

What Is Covered in This Guide?
This guide contains the following chapters:

• HPE Router Configuration on page 17

• HPE Switch Configuration on page 27

Helpful Background Information
Motorola Solutions offers various courses designed to assist in learning about the system. For
information, go to http://www.motorolasolutions.com/training to view the current course offerings and
technology paths.

Related Information

Related Information Purpose

Standards and Guidelines for Com-
munication Sites (6881089E50)

Provides standards and guidelines that should be fol-
lowed when setting up a Motorola Solutions communi-
cations site. Also known as R56 manual.
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Chapter 1

HPE Router Configuration
To work in MOTOTRBO Capacity Plus and Connect Plus radio systems, HPE MSR2003 routers must
be configured for Network Address Translation (NAT) and Port Forwarding. In the Capacity Plus
system, the Master Router must be configured with a static IP address. Any router settings that are not
described in this manual are not validated by Motorola Solutions.

NOTICE: Procedures in this manual provide configuration for a two-site system, but it can be
extended to multiple sites by inserting user-specific network topology information.

1.1

Configuring HPE Routers in Capacity Plus and Connect Plus
NOTICE: The following router software versions are validated by Motorola Solutions:

• For Capacity Plus: MSR2003 Version 7.1.059, Release 0305

• For Connect Plus: MSR2003 Version 7.1.049, Release 0106P31

Process:

1 IMPORTANT: step 1 and step 2 must be performed on the current power cycle of the
router.

Connect a PC to the router through the USB (CON) port on the router by using a USB cable, or
through the Console (CON/AUX) port on the router by using a Console cable.

NOTICE: The PC must be configured with the appropriate drivers for router connection.
For more information, see the router documentation.

2 On the PC, start a terminal emulation program (HyperTerminal, PuTTY, or similar) and configure
it to use the following settings:

• Baud Rate: 9600

• Data Bits: 8

• Stop Bits: 1

• Parity: None

• Flow Control: None

3 Configure the name of the router. See Configuring the Router Name on page 18.

4 Configure the Ethernet interface IP address. See Configure the Ethernet Interface IP Address on
page 18.

5 Configure Network Address Translation (NAT). See Configuring Network Address Translation
(NAT) on page 19.

6 Add static default route. See Adding Static Default Route on page 22.

7 Optional: Enable the router to be DNS Proxy. See Enabling the Router to Be DNS Proxy on
page 23.

8 Optional: Enable the router to be a DHCP server and set a DHCP address range. See Enabling
the Router to Be a DHCP Server on page 23.

9 Optional: Set the console password. See Setting the Console Password on page 24.

10 Optional: Enable Telnet. See Enabling Telnet on page 24.
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11 Optional: Perform one of the following actions:

• If your system utilizes a Network Time Protocol (NTP) server, set the clock mode on the
router to NTP. See Setting the Router Clock Mode to Network Time Protocol (NTP) on page
25.

• If your system does not utilize a Network Time Protocol (NTP) server, disable NTP and set
the date and time on the router manually. See Setting the Router Clock Date and Time
Manually on page 25.

1.1.1

Configuring the Router Name

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 To configure the router name, enter: sysname <router name>

where <router name> is a string of 1 to 30 characters.

Step example: Enter: sysname Site1

2 To save the configuration, at the <router name> prompt, enter: save

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17

1.1.2

Configure the Ethernet Interface IP Address
NOTICE: Each site should have a different LAN IP address and Subnet Mask.

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 To access the interface view, at the <router name> prompt, enter: interface
GigabitEthernet 0/0

2 To configure the LAN interface IP address and Subnet Mask, at the <router name>-
GigabitEthernet0/0 prompt, enter:
ip address <LAN IP address> <LAN Subnet Mask>

where:
<LAN IP address> is the IP address decided for this router
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<LAN Subnet Mask> is the Subnet Mask decided for this router

3 To set the link mode to route, at the <router name>-GigabitEthernet0/0 prompt, enter:
port link-mode route

4 To configure the interface description, at the <router name>-GigabitEthernet0/0 prompt,
enter: description <interface description>

where <interface description> is the description of this Ethernet interface

Step example: Enter: description Site1_LAN

5 To enable the nat hairpin mode on the LAN interface, at the <router name>-
GigabitEthernet0/0 prompt, enter: nat hairpin enable

6 To save the configuration, at the <router name>-GigabitEthernet0/0 prompt, enter:
save

7 To exit the interface mode, at the <router name>-GigabitEthernet0/0 prompt, enter:
quit

8 To access the interface view, at the <router name> prompt, enter: interface
GigabitEthernet 0/1

9 To configure the WAN interface IP address and Subnet Mask, at the <router name>-
GigabitEthernet0/1 prompt, enter:
ip address <WAN IP address> <WAN Subnet Mask>

where:
<WAN IP address> is the IP address obtained from your network provider
<WAN Subnet Mask> is the Subnet Mask obtained from your network provider

NOTICE: The IP address may be the Internet Service Provider Static IP address.

10 To set the link mode to route, at the <router name>-GigabitEthernet0/1 prompt, enter:
port link-mode route

11 To configure the interface description, at the <router name>-GigabitEthernet0/1 prompt,
enter: description <interface description>

where <interface description> is the description of this Ethernet interface

Step example: Enter: description Site1_WAN

12 To save the configuration, at the <router name>-GigabitEthernet0/0 prompt, enter:
save

13 To exit the interface mode, at the <router name>-GigabitEthernet0/0 prompt, enter:
quit

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17

1.1.3

Configuring Network Address Translation (NAT)

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).
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3 Access the System View by entering: system-view

Procedure:

1 NOTICE: This step assumes that the GE1 Ethernet port is configured to be the WAN
Ethernet interface.

To access the WAN interface view, at the <router name> prompt, enter: interface
GigabitEthernet 0/1

2 To enable port preservation on outbound packets on the WAN interface, at the <router
name>-GigabitEthernet0/1 prompt, enter: nat outbound port-preserved

3 Add NAT port forwarding rules:

• For Capacity Plus, see Adding NAT Port Forwarding Rules in Capacity Plus on page 20.

• For Connect Plus, see Adding NAT Port Forwarding Rules in Connect Plus on page 21.

4 For Capacity Plus only: To enable static nat configuration for the WAN interface, at the
<router name>-GigabitEthernet0/1 prompt, enter: nat static enable.

5 To save the configuration, at the <router name>-GigabitEthernet0/1 prompt, enter:
save

6 To exit the interface mode, at the <router name>-GigabitEthernet0/1 prompt, enter:
quit

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17

1.1.3.1

Adding NAT Port Forwarding Rules in Capacity Plus
NOTICE:
For HPE MSR2003 routers, port forwarding rules enable NAT-Loopback to occur.

Each repeater should have a different UDP port number.

The repeater firmware version validated by Motorola Solutions is R02.06.00.

Each Rest Channel/Site IP should have a different UDP port number.

Procedure:

1 To add a port forwarding rule for the Rest Channel/Site IP address and port number, at the
<router name>-GigabitEthernet0/1 prompt, enter:
nat server protocol udp global <repeater global IP address> <repeater
UDP port> inside <repeater IP address> <repeater UDP port>

2 To add a port forwarding rule for each traffic repeater’s IP address and port number, at the
<router name>-GigabitEthernet0/1 prompt, enter:
nat server protocol udp global <repeater global IP address> <repeater
UDP port> inside <repeater IP address> <repeater UDP port>

3 To save the configuration, at the <router name>-GigabitEthernet0/1 prompt, enter:
save

Return to Process

Configuring Network Address Translation (NAT) on page 19
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1.1.3.2

Adding NAT Port Forwarding Rules in Connect Plus
NOTICE: For HPE MSR2003 routers, port forwarding rules enable NAT-Loopback to occur.

Procedure:

1 To add a port forwarding rule for Connect Plus Network Manager, at the <router name>-
GigabitEthernet0/1 prompt, enter:
nat server protocol tcp global <Global IP Address> <Global Port> inside
<Host IP Address> <Host Port>

where:
<Global IP Address> is the current interface IP address
<Global Port> is the Connect Plus Network Manager port number
<Host IP Address> is the XRC 900x Controller IP address
<Host Port> is the Connect Plus Network Manager port number

2 To save the configuration, at the <router name>-GigabitEthernet0/1 prompt, enter:
save

3 NOTICE: The Connect Plus Control Port number must match the Network Manager
configuration.

To add a port forwarding rule for Connect Plus Control Port, at the <router name>-
GigabitEthernet0/1 prompt, enter:
nat server protocol tcp global <Global IP Address> <Global Port> inside
<Host IP Address> <Host Port>

where:
<Global IP Address> is the current interface IP address
<Global Port> is the Connect Plus Control Port port number
<Host IP Address> is the XRC 900x Controller IP address
<Host Port> is the Connect Plus Control Port number

4 To save the configuration, at the <router name>-GigabitEthernet0/1 prompt, enter:
save

5 To add a port forwarding rule for Network Time Protocol, at the <router name>-
GigabitEthernet0/1 prompt, enter:
nat server protocol udp global <Global IP Address> <Global Port> inside
<Host IP Address> <Host Port>

where:
<Global IP Address> is the current interface IP address
<Global Port> is the Network Time Protocol port number
<Host IP Address> is the XRC 900x Controller IP address
<Host Port> is the Network Time Protocol port number

6 To save the configuration, at the <router name>-GigabitEthernet0/1 prompt, enter:
save

7 NOTICE: The Connect Plus Voice Traffic Port number must match the Network Manager
configuration.

To add a port forwarding rule for Connect Plus Voice Traffic Port, at the <router name>-
GigabitEthernet0/1 prompt, enter:
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nat server protocol udp global <Global IP Address> <Global Port> inside
<Host IP Address> <Host Port>

where:
<Global IP Address> is the current interface IP address
<Global Port> is the Connect Plus Voice Traffic Port number
<Host IP Address> is the XRC 900x Controller IP address
<Host Port> is the Connect Plus Voice Traffic Port number

8 To save the configuration, at the <router name>-GigabitEthernet0/1 prompt, enter:
save

9 Repeat step 7 and step 8 for all the Connect Plus Voice Traffic Ports.

10 To add a port forwarding rule for Connect Plus XRT Connection tool, at the <router name>-
GigabitEthernet0/1 prompt, enter:
nat server protocol tcp global <Global IP Address> <Global Port> inside
<Host IP Address> <Host Port>

where:
<Global IP Address> is the current interface IP address
<Global Port> is the Connect Plus XRT 900x Gateway port number
<Host IP Address> is the XRT 900x Gateway IP address
<Host Port> is the Connect Plus XRT 900x Gateway port number

11 To save the configuration, at the <router name>-GigabitEthernet0/1 prompt, enter:
save

Return to Process

Configuring Network Address Translation (NAT) on page 19

1.1.4

Adding Static Default Route
Perform this procedure to configure all traffic that does not have another static route to use the default
network gateway address.

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 At the <router name> prompt, enter:
ip route-static 0.0.0.0 0.0.0.0 <Gateway Address>

2 To save the configuration, at the <router name> prompt, enter: save

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17
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1.1.5

Enabling the Router to Be DNS Proxy

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 At the <router name> prompt, enter: dns proxy enable

2 At the <router name> prompt, enter: dns server <DNS Server IP Address>

where <DNS Server IP Address> is the DNS server IP address obtained from your network
provider.

3 To save the configuration, at the <router name> prompt, enter: save

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17

1.1.6

Enabling the Router to Be a DHCP Server
Perform this procedure to enable the router to be a DHCP server and set a DHCP address range. For
Connect Plus, perform this procedure if you want to connect a PC to the network switch and have the
router behave as the DHCP server for the network.

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 At the <router name> prompt, enter: dhcp server ip-pool dhcppool1

2 At the <router name>-dhcppool1 prompt, enter: gateway-list <IP Address>

where <IP Address> is the device LAN IP address.

3 At the <router name>-dhcppool1 prompt, enter: network <IP Address> mask
<Subnet Mask>

where:
<IP Address> is the network address for the network managed by this DHCP server
configuration

<Subnet Mask> is the subnet mask for the network managed by this DHCP server
configuration

4 To set the DHCP address range, at the <router name>-dhcppool1 prompt, enter:
address range <Range Start IP Address><Range End IP Address>
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5 To save the configuration, at the <router name>-dhcppool1 prompt, enter: save

6 To quit the DHCP server view, at the <router name>-dhcppool1 prompt, enter: quit

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17

1.1.7

Setting the Console Password

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 To access the AUX 0 interface for console interface operations, at the <router name> prompt,
enter: user-interface aux 0

2 To set the authentication mode to password, at the <router name>-line-aux0 prompt,
enter: authentication-mode password

3 To set the simple password, at the <router name>-line-aux0 prompt, enter:
set authentication password simple <password>

Step example: Enter: set authentication password simple Motorola1

4 To set the user role to be network admin, at the <router name>-line-aux0 prompt,
enter: user-role network-admin

5 To save the configuration, at the <router name>-line-aux0 prompt, enter: save

6 To exit the AUX 0 interface view, at the <router name>-line-aux0 prompt, enter: quit

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17

1.1.8

Enabling Telnet

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 To enable the Telnet server, at the <router name> prompt, enter: telnet server enable

2 To access the terminal interface, at the <router name> prompt, enter: user-interface
vty 0 63
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3 To set the user role to be network admin, at the <router name>-line-vty0-63 prompt,
enter: user-role network-admin

4 To set the authentication mode to scheme, at the <router name>-line-vty0-63 prompt,
enter: authentication-mode scheme

5 To set the simple password, at the <router name>-line-vty0-63 prompt, enter:
set authentication password simple <password>

Step example: Enter: set authentication password simple Motorola1

6 To save the configuration, at the <router name>-line-vty0-63 prompt, enter: save

7 To exit the terminal interface view, at the <router name>-line-vty0-63 prompt, enter:
quit

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17

1.1.9

Setting the Router Clock Mode to Network Time Protocol (NTP)

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 To set the clock protocol to NTP, at the <router name> prompt, enter: clock protocol
ntp

2 To set the IP address of the NTP server used for setting the router clock, at the <router
name> prompt, enter: ntp unicast-server<NTP Server IP Address>

3 To save the configuration, at the <router name> prompt, enter: save

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17

1.1.10

Setting the Router Clock Date and Time Manually
Perform this procedure to disable Network Time Procotol (NTP) and set the date and time on the router
manually.

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the router and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Routers in Capacity
Plus and Connect Plus on page 17.

2 Log on to the router and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view
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Procedure:

1 To disable the clock protocol, at the <router name> prompt, enter: clock protocol none

2 To return to the user mode, at the <router name> prompt, enter: quit

3 To set the clock date and time, at the <router name> prompt, enter:
clock datetime <current time> <current date>

Step example: Enter: clock datetime 8:25:00 03/14/2016

4 To save the configuration, at the <router name> prompt, enter: save

Return to Process

Configuring HPE Routers in Capacity Plus and Connect Plus on page 17
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Chapter 2

HPE Switch Configuration
When a switch is added in a MOTOTRBO Capacity Plus or Connect Plus system, it does not need to
be specifically configured. However, if a switch needs to be remotely accessed for management, it
needs to have an IP address and Subnet Mask configured. Additionally, to debug switch issues in the
field, port mirroring needs to be configured.

2.1

Configuring HPE Switches in Capacity Plus and Connect Plus

Process:

1 IMPORTANT: step 1 and step 2 must be performed on the current power cycle of the
switch.

Connect a PC to the switch through the USB (CON) port on the switch by using a USB cable, or
through the Console (CON/AUX) port on the switch by using a Console cable.

NOTICE: The PC must be configured with the appropriate drivers for switch connection.
For more information, see the switch documentation.

2 On the PC, start a terminal emulation program (HyperTerminal, PuTTY, or similar) and configure
it to use the following settings:

• Baud Rate: 9600

• Data Bits: 8

• Stop Bits: 1

• Parity: None

• Flow Control: None

3 Configure the IP address and Subnet Mask for switch management in the system. See 
Configuring IP Address and Subnet Mask on Switches on page 27.

4 Configure port mirroring on the switch. See Configuring Port Mirroring on Switches on page
28.

2.1.1

Configuring IP Address and Subnet Mask on Switches

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the switch and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Switches in Capacity
Plus and Connect Plus on page 27.

2 Log on to the switch and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 Enter:
vlan 1 ip address <IP Address> <Subnet Mask>
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2 Enter: write memory

The IP address for the switch is set.

3 To verify the IP address, enter: show ip

IP information for the switch appears.

4 To exit the switch configuration mode, enter: exit

Return to Process

Configuring HPE Switches in Capacity Plus and Connect Plus on page 27

2.1.2

Configuring Port Mirroring on Switches

Prerequisites: Perform the following actions:

1 Ensure that a PC is connected to the switch and that a terminal emulation program is started and
configured. For more information, see step 1 and step 2 in Configuring HPE Switches in Capacity
Plus and Connect Plus on page 27.

2 Log on to the switch and access the Command Line Interface (CLI).

3 Access the System View by entering: system-view

Procedure:

1 Enter: mirror-port <Port Number>

2 Enter: write memory

The port number is set.

3 To verify the port number, enter: show monitor

Port information appears.

4 To configure the source interface, enter: int <interface number> monitor

Step example: Enter: int 1-1 monitor

5 To exit the switch configuration mode, enter: exit

Return to Process

Configuring HPE Switches in Capacity Plus and Connect Plus on page 27
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